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Summary of Recommendations

This report aims to inform policymakers and stakeholders about the technical feasibility, user

experience implications, and potential impact of social media protective measures while
considering both their intended benefits and possible limitations.

1. Warning Labels

Warning labels on social media platforms, similar to those on tobacco products, would alert
users that "social media is associated with significant mental health harms in adolescents."

Develop context-specific warnings tailored to platform features, user age groups, and
behavior patterns.

Integrate warning labels with broader protective measures, including educational
resources about healthy social media use and links to mental health support services.
Regularly evaluate warning label effectiveness and adjust messaging based on user
response data.

2. Verifiable Parental Consent

Verifiable parental consent (VPC) mechanisms, first implemented by the Children's Online
Privacy Protection Act (COPPA) in 1998, require online services to obtain verifiable
permission from parents or guardians before collecting, using, or disclosing personal
information from minors.

Expand beyond traditional verification methods to include privacy-preserving
technologies that minimize data collection and retention.

Implement exemption protocols that maintain safety while providing access to
essential resources for at-risk youth, potentially through trusted intermediaries.
Emphasize transparency and user control by offering granular controls that allow
parents to customize access levels based on their child's needs and circumstances.
Conduct regular effectiveness evaluations to assess the impact on different user
groups, particularly vulnerable populations, and adjust approaches accordingly.

3. Time-Based Restrictions

Time-based restrictions on social media access aim to limit young users' exposure during
specific periods when platform use may interfere with essential activities or pose heightened

risks.
[ ]

Establish multi-layered verification frameworks that go beyond simple IP-based time
zone detection to address technical circumvention challenges.

Mandate graduated restriction models that include emergency override options and
alternative access paths for crisis services to protect vulnerable youth.

Integrate restrictions with educational components that explain the health and
academic benefits of digital boundaries to improve effectiveness and user acceptance.



4. Cookie Opt-Out

Cookie opt-out mechanisms provide significant advantages in protecting user privacy and
building trust between platforms and users.

Mandate standardized, user-friendly consent interfaces that use clear, non-technical
language, ensure equal prominence of accept/reject options, and include brief
educational components.

Establish guidelines that balance privacy protection with platform sustainability,
including creating precise standards for distinguishing between necessary and
optional cookies and allowing for privacy-preserving alternatives.

Require regular evaluation of cookie consent mechanisms, including documentation
of consent choices, periodic audits of cookie usage, and reporting on user engagement
metrics.

5. Addictive Feed Restrictions

Addictive feed restrictions aim to regulate social media platforms' algorithmic content
recommendation systems that may negatively impact young users' mental health and online
behavior.

Mandate regular, independent algorithm risk audits with public disclosure to evaluate
the effects of platforms' recommendation systems on young users' mental health and
well-being.

Establish clear standards for alternative content delivery methods, requiring platforms
to offer chronological feeds as the default for minors, implement transparent content
curation criteria, and develop age-appropriate recommendation systems.

Require platforms to maintain detailed documentation of their algorithmic practices
and their impacts on minors, including regular reporting on key metrics and
mechanisms for researcher access to anonymized data.

6. Beyond Platform Regulation

The protections noted thus far have been in the form of digital barriers; however, protection
should also include equipping young people with the skills to navigate online spaces safely
and meaningfully.

Invest in digital literacy education programs for both youth and parents.

Support collaboration between schools and platforms on educational initiatives.
Promote family-based approaches to digital wellness.

Strengthen parent-child relationships and communication about online activities.



1. Introduction

Social media has become an integral part of adolescent life, with nearly 95% of teenagers using
these platforms and more than a third reporting being online almost constantly!'l. In a June 2024
New York Times opinion piece, U.S. Surgeon General Dr. Vivek Murthy raised alarm about this
unprecedented level of engagement, comparing the current youth mental health crisis to the

tobacco epidemic of the previous century?. While social media platforms offer unprecedented
opportunities for connection and expression, mounting evidence suggests they may also
contribute to a surge in youth anxiety, depression, and other mental health challenges. According
to Social Media and Youth Mental Health: The U.S. Surgeon General's Advisory, the design features of
these platforms—from infinite scrolling to algorithmic content promotion—may be particularly
harmful to developing minds, creating patterns of compulsive use that can interfere with sleep,
healthy relationship development, and overall well-bein['l.

Efforts to protect children and adolescents online date back to the early days of the Internet, as
exemplified by the Child Online Protection Act (COPA) of 19981, However, this and similar well-
intentioned legislation have consistently faced challenges in implementation due to vague
standards, unclear definitions, and potential conflicts with First Amendment rights!”. The rise of
mobile Internet and social media platforms, particularly their widespread adoption among youth,

has introduced new complexities to protective policymaking. In recent years, states have taken
increasingly active roles in regulating social media companies to protect minors. Arkansas, Utah,
Texas, California, and Louisiana have enacted legislation addressing various aspects of youth
protection online. At the federal level, bipartisan efforts like the Kids Online Safety Act
(KOSA)P! and the Children and Teens’ Online Privacy Protection Act (COPPA 2.0) have
emerged, though they face scrutiny from tech industry and human rights groups regarding their

effectiveness and constitutionality®'¢l. These legislative efforts, while well-intentioned, raise
concerns about potential unintended consequences for vulnerable youth groups, such as
LGBTQ+ teens or those in abusive households who rely on social media for support and
community connection!'SI#144],

Virginia legislators have also initiated efforts to protect young users through various legislative
measures. Rather than examining specific legislation, this report provides a focused analysis of
five protective mechanisms that have emerged from recent legislative proposals: warning labels,
verifiable parental consent (VPC) requirements, time-based access restrictions, enhanced
cookie control options, and regulations addressing addictive feed designs. For each of these
tools, we evaluate their practical implementation challenges, assess their potential effectiveness,
and provide recommendations for improvement. This analysis aims to inform policymakers and
stakeholders about the technical feasibility, user experience implications, and potential impact of


https://www.nytimes.com/2024/06/17/opinion/social-media-health-warning.html
https://www.hhs.gov/sites/default/files/sg-youth-mental-health-social-media-advisory.pdf
https://www.law.cornell.edu/uscode/text/47/231
https://www.congress.gov/bill/118th-congress/senate-bill/1409
https://www.congress.gov/bill/118th-congress/senate-bill/1409
https://www.congress.gov/bill/118th-congress/senate-bill/1418/text

these protective measures while considering both their intended benefits and possible
limitations.!

2. Analysis of Five Protection Tools

2.1 Warning Labels

Warning labels on social media platforms, like those on tobacco products, would alert users that
"social media is associated with significant mental health harms in adolescents." This approach,
championed by U.S. Surgeon General Dr. Vivek Murthy, aims to raise awareness about the
potential risks of social media use, particularly for young users?. The concept has gained
significant traction, with 42 state attorneys general supporting the implementation of such
warning labels at the federal level®.

Benefits

Warning labels can serve as awareness tools and behavior modifiers. Evidence from tobacco
warning labels demonstrates their ability to increase public awareness and influence user
behavior. Research from Harvard shows that the visibility and design of labels significantly
affect their impact—for example, changing label colors from light gray to blue increased user
awareness by 15 percentage points! oIt

Studies also show that warning labels can effectively reduce the spread of misinformation; even
people who are more hesitant about the warnings' source are still likely to behave in ways that
treat the warning as crediblel'?!. Additionally, warning labels respect user autonomy by allowing
individuals to make their own choices while providing important safety information.

Limitations

Several significant challenges limit the effectiveness of warning labels. First, unlike tobacco or
alcohol, social media's effects vary significantly among users and usage patterns, making
universal warnings potentially oversimplified. Research indicates that warning labels can
become ubiquitous and ignored over time, similar to California's chemical warning labels that
appear on numerous products!'3l. Furthermore, labeling all digital tech use as 'dangerous' could
destroy credibility with teens because most report their social media experience as positive, even
as they recognize the problems!!'4.

' Four of these mechanisms correspond to specific Senate Bills in the Virginia General Assembly:
verifiable parental consent (SB 432), restricted hours (SB 532), cookie opt-out (SB 252), and addictive
feeds (SB 359).


https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+ful+SB432
https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+ful+SB532
https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+sum+SB252
https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+ful+SB359S1

Implementation Recommendations

To maximize the effectiveness of warning labels, we recommend developing state-mandated
warnings that are context-specific and consider platform-specific features and risks, user age
groups, and/or behavior patterns. These warnings should be integrated with broader protective
measures, including educational resources about healthy social media use and links to mental
health support services. Regular evaluation systems should monitor warning label effectiveness
and adjust messaging based on user response data. Most importantly, warning labels should be
viewed as one component of a more comprehensive approach to social media safety rather than a
standalone solution.

2.2 Verifiable Parental Consent (VPC)

Verifiable parental consent (VPC) mechanisms, first established by the Children's Online
Privacy Protection Act (COPPA) in 1998, require online services to obtain verifiable
permission from parents or guardians before collecting, using, or disclosing personal information
from minors. While COPPA initially focused on protecting children under 13, recent state

legislation has expanded both the age thresholds and the scope of protection, creating a complex
landscape of requirements across different jurisdictions®!!5],

The implementation of VPC varies significantly across states and platforms. Some states, like
Florida, require one-time parental consent only for account creation for users aged 14-15, while
others, such as Utah, mandate ongoing parental supervision with continuous access to minors'
activities!!®l. The scope of consent requirements ranges from basic account creation to more
comprehensive oversight of specific features, including data collection practices, privacy settings
modifications, messaging capabilities, and time limitations.

To facilitate these requirements, the Federal Trade Commission (FTC) has approved various

verification methods that balance security with accessibility!'”. Traditional approaches include
signed consent forms and financial verification through credit card transactions, while more
modern methods incorporate technological solutions such as facial recognition matching and

knowledge-based authentication. For internal-use data collection, platforms may employ the
simplified "email plus" method, though this is not sufficient when information will be shared
with third parties.

Benefits

VPC mechanisms serve multiple protective functions in the digital space. When properly
implemented, these systems enable parents to make informed decisions about their children's
online engagement and maintain oversight of data collection practices. VPC systems can help
platforms maintain compliance with privacy regulations while offering parents granular control


https://www.congress.gov/bill/105th-congress/senate-bill/2326
https://www.congress.gov/bill/105th-congress/senate-bill/2326
https://www.ftc.gov/business-guidance/resources/childrens-online-privacy-protection-rule-six-step-compliance-plan-your-business
https://www.ftc.gov/business-guidance/resources/childrens-online-privacy-protection-rule-six-step-compliance-plan-your-business

over specific features, including privacy settings, data collection permissions, and interaction
capabilities!'!.

Public support for VPC requirements is notably strong. Recent Pew Research Center surveys
indicate that 81% of U.S. adults support the requirement for parental consent for minors to create
social media accounts, with strong bipartisan backing across different age groups and parental
statuses. Even among teenagers, 46% support parental consent requirements, with only 25%
opposing such measures!'®l. This broad public support suggests that VPC mechanisms align with
societal expectations for protecting young users online while maintaining parental oversight of
their digital activities.

Limitations

Technical and implementation barriers significantly hinder VPC's effectiveness. The verification
process itself presents numerous challenges, from managing multiple verification methods
(credit cards, government IDs, facial recognition) to maintaining consistent user experiences
across platforms. These systems can also be circumvented by tech-savvy youth using fake
documentation, borrowed credentials, or stored payment information!*4,

Access and equity issues pose another significant concern. The verification requirements create
substantial barriers for non-traditional families, including those where children have different last
names than guardians, those in foster care, or those under the care of relatives. Furthermore,
some verification methods rely on devices or documentation that not all families may have,
potentially excluding children from disadvantaged backgrounds.

Most critically, VPC mechanisms can cause unintended harm to vulnerable youth populations. In
Utah alone, where parental consent legislation was recently passed, 9,695 children were
confirmed as victims of abuse and neglect in 2022, with the majority of perpetrators being
parents*4. For LGBTQ+ youth or those in abusive households, social media often serves as a
crucial lifeline for accessing support resources and communities. Requiring parental consent
could effectively cut off these vital support networks, potentially putting already vulnerable
youth at greater risk®IoI4144],

Privacy concerns also emerge from the verification process itself. Parents must share sensitive
personal information with platforms or third-party verification services to prove their guardian
status. And children must sometimes share biometric data, such as face scans, with platforms or
third parties, which creates new and additional data protection issues. These aspects of the
verification process create additional privacy risks, potentially exposing both parents and
children to privacy breaches.



Implementation Recommendations

The implementation of VPC should prioritize flexible verification methods that protect user
privacy while maintaining effectiveness. Platforms should expand beyond traditional verification
methods to include privacy-preserving technologies that minimize data collection and retention.
For example, a zero-knowledge proof system could allow parents to verify their identity and
relationship with the minor without storing sensitive personal information. In this approach, a
trusted third-party verifier could validate the parent-child relationship using existing records
(such as school or medical records) and issue a cryptographic proof that platforms can verify
without accessing the underlying personal data.

To protect vulnerable youth populations, platforms should implement thoughtful exemption
protocols that maintain safety while providing access to essential resources. This could include
establishing alternative verification pathways for at-risk youth through trusted intermediaries
such as school counselors, social workers, or licensed mental health professionals. These
intermediaries could verify the need for access to support resources while maintaining
confidentiality and protecting vulnerable users from potential harm.

A balanced implementation framework should emphasize transparency and user control while
maintaining protective measures. Platforms should provide clear, granular controls that allow
parents to customize access levels based on their child's specific needs and circumstances. This
includes the ability to enable access to educational and support resources while maintaining
restrictions on potentially harmful features. Regular effectiveness evaluations should be
conducted to assess the impact on different user groups, with particular attention to vulnerable
populations, and platforms should adjust their approaches based on these assessments to ensure
that protective measures don't inadvertently cause harm*’l. These evaluations should be
published publicly and/or the data should be made accessible to independent researchers at state
agencies and academic institutions.

2.3 Time-Based Restrictions

Time-based restrictions on social media access aim to limit young users' exposure during specific
periods when platform use may interfere with essential activities or pose heightened risks. The
implementation of these time-based restrictions relies on technical measures such as IP address
verification to determine the user's time zone, as specified in SB532, ensuring that restrictions
align with local time standards.

Recent legislative efforts across different jurisdictions have established comprehensive
frameworks for these restrictions. California's SB 976[??!, for instance, prohibits notifications
between 12 a.m. and 6 a.m. and during school hours (8 a.m. to 3 p.m. on school days) while also
implementing a default one-hour daily time limit on "addictive feeds" for minors.



https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+ful+SB532
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240SB976

Time restrictions typically operate on three interconnected levels. First, platform access
restrictions may completely block usage during specified hours, particularly late-night periods.
Second, feature-specific limitations disable certain functions like notifications, messaging, or
infinite scrolling during designated times. Third, usage duration controls implement daily time
limits and require parental override for extensions. Virginia's approach through SB532 focuses
primarily on the first level, establishing nighttime access restrictions while providing flexibility
through parental consent options.

Benefits

Time-based restrictions serve as an important protective mechanism by addressing one of the
most direct impacts of social media use on youth well-being: sleep disruption. Research indicates
that teenagers need 8-10 hours of sleep for healthy development, yet nighttime social media use
frequently interferes with this essential requirement. By implementing technical controls to limit
platform access during late-night hours, these restrictions help establish and maintain healthy
sleep patterns2#1251261. But while controlled trials demonstrate that limiting social media use to
30-60 minutes daily led to significant improvements in depression, anxiety, and sleep quality—
there is currently a lack of direct experimental evidence demonstrating the long-term
effectiveness of such restrictions!*’!.

These restrictions also support academic success and daily routines?¢l. By preventing social
media access during school hours and establishing clear boundaries between online and offline
time, time-based restrictions help students maintain focus on their studies and develop balanced
daily schedules. This structured approach is particularly beneficial during critical learning
periods and helps establish healthy digital habits.

Rather than completely blocking access, these measures create natural breaks in platform
engagement while still allowing beneficial social connections during appropriate hours. This
balanced approach helps young users develop self-regulation skills while maintaining access to
the positive aspects of social media use.

Limitations

Technical circumvention poses a significant challenge to the effectiveness of time-based
restrictions. Research shows that tech-savvy youth can easily bypass these controls by using
VPNs, manipulating device clock settings, or accessing platforms through alternative devices.
For example, South Korea's implementation of a nightly gaming curfew for adolescents in 2011
proved largely ineffective, reducing internet use by only two minutes on average with no
measurable impact on sleep patterns?7l.



Implementation challenges create practical barriers to effectiveness. Time zones, different school
schedules, and varying family routines make it difficult to establish appropriate restriction
periods that work for all users. Additionally, platforms face technical challenges in accurately
determining local time through IP addresses, as specified in legislation like SB532, which can be
circumvented through location-masking technologies.

Perhaps most concerning is the potential harm to vulnerable youth populations. Time-based
restrictions may inadvertently cut off access to vital support networks and resources during
critical hours. This is particularly problematic for teens who rely on social media for emotional
support, especially those in difficult home situations or those seeking connection with supportive
communities during late hours when in-person support may be unavailable. Tracking IP
addresses may also introduce new data privacy risks for children if there is a data breach or data
on the locations of young users is sold to third parties.

Evidence suggests that rigid time restrictions may even be counterproductive. Rather than
promoting healthy digital habits, they can push young users toward less regulated platforms or
riskier behaviors to maintain their social connections. Research indicates that technological
interventions alone have shown weak effects in achieving their intended outcomes, suggesting
the need for more nuanced approaches that consider individual circumstances and needs?6143],

Implementation Recommendations

To address technical circumvention challenges while maintaining protective benefits, legislation
should establish flexible verification frameworks that go beyond simple IP-based time zone
detection. These frameworks should require platforms to implement multi-layered verification
systems that combine device settings, network information, and user-provided data to accurately
enforce time restrictions while including mechanisms to detect and prevent common
circumvention methods.

To protect vulnerable youth while maintaining the protective intent of time-based restrictions,
legislation should mandate graduated restriction models that include emergency override options
and alternative access paths for crisis services. This approach should require platforms to enable
customization of restriction periods based on individual circumstances, such as different school
schedules or family situations, and include provisions for trusted adults like counselors or mental
health professionals to authorize specific exemptions.

To improve effectiveness and user acceptance, legislation should require platforms to implement
restrictions alongside educational components that explain the health and academic benefits of
digital boundaries. This should include requirements for platforms to provide tools for users to
track their own usage patterns, conduct regular effectiveness assessments to identify unintended
consequences and integrate with school and family-based digital wellness programs to create



consistent, supportive frameworks for healthy social media use. Enhanced data protections
should be put in place for geolocation and other data used in multi-layered time restriction
verification systems that restrict the storage and sale of this data.

2.4 Cookie Opt-Out

Cookie opt-out mechanisms provide users control over how their personal data is collected and
used through website cookies. These tools distinguish between "strictly necessary" cookies
essential for basic website functionality and non-essential cookies used for tracking, advertising,
or analytics. This approach aligns with the COPPA requirements for protecting minors' data
privacy, as it helps prevent unauthorized collection and use of children's personal information
online.

Under Virginia's SB252, controllers must provide clear opt-out methods, explicitly disclose
cookie purposes, and obtain prior express consent for any non-essential cookies. They are also
prohibited from denying service to users who decline cookie placement. The legislation marks a

significant shift toward enhanced user privacy protection.

Benefits

Cookie opt-out mechanisms provide significant advantages in protecting user privacy and
building trust between platforms and users. For young users specifically, cookie opt-out
mechanisms offer three key benefits, particularly on social media platforms. First, they prevent
platforms from building detailed behavioral profiles through tracking cookies, limiting the
collection and processing of minors' personal data without appropriate consent. Second, these
mechanisms help protect young users from targeted advertising and algorithmic content
recommendations that might affect their online experiences and mental health. Third, by
requiring explicit consent for non-essential cookies, these protections give parents greater control
over their children's digital footprint.

From a compliance perspective, proper implementation of cookie opt-out mechanisms helps
platforms avoid significant penalties. Under current regulations, violations of children's privacy
protections can result in fines of up to $43,280 per violation from the FTC, while the California
Consumer Privacy Act violations can result in civil penalties of up to $2,500 per violation, or
$7,500 for each intentional violation or violations involving minors' personal information®.. By

providing clear opt-out mechanisms and obtaining proper consent, platforms can protect users
and avoid these substantial financial risks.


https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+ful+SB252
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5

Limitations

Cookie opt-out mechanisms face several significant challenges that limit their effectiveness as a
privacy protection tool. Research from Carnegie Mellon University reveals that only 0.1% of
users actively engage with cookie consent interfaces, indicating a critical failure in achieving
meaningful user participation®!. This extremely low engagement rate is particularly concerning
for young users who may lack the understanding or attention span to make informed privacy
decisions.

User comprehension and experience issues create additional barriers to effectiveness. Studies
from the IT University of Copenhagen demonstrate that users often ignore cookie disclaimers not
due to privacy apathy but rather from resignation to cookie usage, viewing the disclaimers as
nuisances rather than meaningful controls®!!. Many users harbor misconceptions about cookie
functionality, incorrectly assuming cookies won't be used unless explicitly accepted, even in opt-
out systems. This confusion is exacerbated by complex technical terminology and frequent
notifications, leading to "consent fatigue," where users make hasty decisions without proper
consideration.

Economic considerations present significant implementation challenges, particularly for
publishers and advertising-supported platforms. According to recent industry reports, when third-
party cookies are disabled in Chrome without enabling privacy-preserving alternatives,
publishers experience a 34% drop in programmatic revenue through Google Ad Manager. Even
with privacy-preserving technologies like Privacy Sandbox in place, revenue losses still average
around 20%"2\. This substantial revenue reduction could threaten the sustainability of free
services and educational content for platforms serving youth audiences, potentially limiting
access to valuable online resources that rely on advertising revenuel32/42,

These limitations suggest that while cookie opt-out mechanisms serve an important protective
function as outlined in SB252, their implementation requires a careful balance between privacy
protection, service functionality, and economic sustainability. The challenge lies in making these
controls both effective and accessible while maintaining the benefits of necessary data collection
for service improvement.

Implementation Recommendations

To address the critically low user engagement with cookie consent interfaces and widespread
comprehension issues, legislation should mandate standardized, user-friendly consent interfaces.
These interfaces should use clear, non-technical language to explain cookie purposes, ensure
equal prominence of accept/reject options, and include brief educational components that explain
data collection implications in simple terms. Most importantly, the interfaces should avoid “dark
patterns” that nudge users toward less privacy-protective options. And cookie consent options



should be coupled with broader protective measures, including educational resources and digital
literacy support for families and children.

Given the significant economic impact on platforms, legislation should establish clear guidelines
that balance privacy protection with platform sustainability. This includes creating precise
standards for distinguishing between "strictly necessary" cookies and optional ones, allowing
platforms to implement privacy-preserving alternatives for analytics, and establishing safe harbor
provisions for platforms that adopt approved privacy-preserving technologies. Such guidelines
would help maintain essential services while protecting user privacy.

To enhance transparency and effectiveness, SB252 should require regular evaluation of cookie
consent mechanisms. Platforms should be required to maintain clear documentation of user
consent choices, conduct periodic audits of cookie usage and effectiveness, and report on user
engagement metrics. This ongoing assessment would help identify areas where consent
mechanisms need improvement and ensure that privacy protections remain effective as
technology evolves.

2.5 Addictive Feed Restrictions

Addictive feed restrictions aim to regulate social media platforms' algorithmic content
recommendation systems that may negatively impact young users' mental health and online
behavior. According to Virginia's SB359, an "addictive feed" is defined as a website, online

service, or application that recommends, selects, or prioritizes content for display based on
information associated with the user or the user's device, unless specific exemptions apply (such
as user-selected privacy settings or direct communications).

Recent legislative efforts across different jurisdictions have established comprehensive
frameworks for these restrictions. New York's Stop Addictive Feeds Exploitation (SAFE) for
Kids Actl*3 prohibits platforms from delivering algorithm-based content to users under 18
without parental consent and mandates alternative options like reverse-chronological feeds.

Similarly, California has passed legislation mirroring these protections, while Virginia's SB359
proposes to prohibit social media platforms from using addictive feeds for users under 18
without obtaining verifiable parental consent.

These restrictions specifically target algorithmic content delivery mechanisms such as:

e Personalized "For You" content sections based on user behavior
e Algorithmic content recommendations

e Auto-playing videos

e Infinite scrolling features that continuously load new content

e Content prioritization based on user engagement patterns

10


https://legacylis.virginia.gov/cgi-bin/legp604.exe?241+ful+SB359S1
https://www.nysenate.gov/legislation/bills/2023/S7694/amendment/A
https://www.nysenate.gov/legislation/bills/2023/S7694/amendment/A

Instead, platforms are required to offer alternative, non-algorithmic options such as
chronological feeds or content organized by specific topics or sources selected by the user.

Benefits

Research demonstrates the urgent need to restrict algorithmic content feeds for young users.
Recent Gallup studies show that teens now spend an average of 4.8 hours daily on social media,
with concerning mental health implications. Among teens with the highest social media use, 41%

rate their mental health as poor or very poor, compared to 23% of those with the lowest
useB34I3sI36]

From a neurodevelopmental perspective, research findings highlight that normal processes of
brain development in mid-adolescence may heighten vulnerability to exaggerated emotional
responses to platform algorithmic practices. A Wall Street Journal investigation revealed that
platforms' algorithmic feeds could rapidly expose young users to harmful content. For instance,
TikTok's "For You" page fed teens tens of thousands of weight-loss videos within just weeks of
joining the platform, including dangerous content promoting extreme dieting®’l. The Center for
Countering Digital Hate found that vulnerable teen accounts were served twelve times more self-
harm and suicide-related content than standard accounts within just the first thirty minutes of
platform usel*®.

Beyond mental health protection, these restrictions also provide data privacy benefits. By
limiting platforms' ability to collect and analyze user behavior data for content recommendation,
the restrictions help prevent the extensive tracking and profiling of minors' online activities. This
addresses what New York State Attorney General Letitia James identifies as the "grave risk" of
having children's location and personal data tracked, shared, and potentially accessed by
malicious actors.

While the evidence strongly suggests the need for algorithmic feed restrictions, it is important to
acknowledge current research limitations. Although recent short-term experiments have shown
promising results, most existing research has focused on documenting the harms of algorithmic
content delivery rather than evaluating the impact of specific interventions to limit it. Long-term
studies are needed to assess whether and how restrictions on addictive feeds improve youth
mental health outcomes and online experiences.

Limitations

Implementation challenges pose significant barriers to the effectiveness of addictive feed
restrictions. While SB359 defines an "addictive feed" as content that is "recommended, selected,
or prioritized for display to a user based on information associated with the user or the user's
device," the distinction between different types of content delivery mechanisms remains
complex, especially when platforms offer multiple features and functionalities.
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Age verification presents another significant challenge. Although SB359 requires platforms to
use "commercially reasonable methods" to determine if users are minors, research shows that
existing age verification methods can be easily circumvented. According to a Brookings report,
current approaches to age verification vary significantly across platforms and jurisdictions,
creating inconsistencies in implementation and enforcement!®. The report highlights how some
states mandate third-party verification while others leave the methods largely undefined, leading
to potential gaps in protection.

Economic considerations create additional barriers to effective implementation. Research reveals
that social media platforms earn substantial advertising revenue from users aged 0-17 ($11
billion annually), creating strong financial disincentives for platforms to restrict addictive feeds
fully. Features like algorithmic content recommendation and targeted advertising are central to
their revenue models*?1431. This economic reality suggests that without strong enforcement
mechanisms and penalties, platforms may prioritize revenue over protection, potentially
implementing superficial restrictions that fail to address the core issues of algorithmic content
delivery to minors?.

These limitations suggest that while addictive feed restrictions represent an important step
toward protecting young users, their effectiveness depends heavily on robust implementation
frameworks, reliable age verification systems, and strong enforcement mechanisms that can
overcome platforms' economic incentives to maintain engagement-driven features.

Implementation Recommendations

To strengthen the effectiveness of algorithmic content restrictions, legislation should mandate
regular algorithm risk audits conducted by independent third parties. These audits should
evaluate how platforms' recommendation systems affect young users' mental health and well-
being, with particular attention to vulnerable populations. The results should be publicly
disclosed to ensure transparency and enable evidence-based policy adjustments. This aligns with
SB359's goal of protecting minors from potentially harmful algorithmic content delivery while
providing concrete mechanisms for oversight.

To enhance the effectiveness of current restrictions while maintaining platform functionality,
legislation should establish clear standards for alternative content delivery methods. This
includes requiring platforms to offer chronological feeds as the default option for minor users,
implementing transparent content curation criteria, and developing age-appropriate
recommendation systems that prioritize educational and positive content. These alternatives
should be designed to maintain user engagement while avoiding the potentially harmful effects
of current algorithmic practices, as identified in research showing how algorithmic feeds can
rapidly expose young users to dangerous content.
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To improve compliance monitoring and enforcement, platforms should be required to maintain
detailed documentation of their algorithmic practices and their impacts on minor users. This
documentation should include regular reporting on key metrics such as content exposure
patterns, user engagement data, and mental health indicators. Additionally, platforms should be
required to establish clear mechanisms for researchers to access anonymized data about
algorithmic content delivery to minors, enabling ongoing independent assessment of these
systems' effects on youth well-being. This approach would help ensure that restrictions on
addictive feeds achieve their intended protective goals while providing data needed to refine and
improve these protections over time.

3. Beyond Platform Regulation: Supporting Digital
Literacy and Family Relationships

Unlike restricting access to drugs or explicit content, protecting minors' privacy, safety, and
mental health on social media requires a more nuanced approach. As noted in the Surgeon
General's Advisory, while social media poses risks to youth mental health, it also provides
crucial educational, social, and psychological support resources. For example, LGBTQ youth
often find vital emotional support and community connections through social media that may not
be available in their immediate environment. Studies also indicate that strong family
relationships and supportive home environments significantly reduce the likelihood of youth
experiencing mental health issues when using social medial**13¢l. The goal should not be to create
a generation of youth who avoid social media entirely but rather to develop digitally literate
young people who can identify risks, resist addiction, and leverage these platforms for positive
social interaction, knowledge acquisition, and entertainment!'4.

Research indicates that restrictive approaches alone may be counterproductive. Studies show that
youth with less restrictive parents tend to use the Internet for a broader range of informational
and creative activities, while those with more restrictive parents lean toward entertainment-only
activities!'l. Instead of focusing solely on restrictions, legislation should promote:

e Digital literacy education programs for both youth and parents
e Resources for schools and platforms to collaborate on educational initiatives
e Support for family-based approaches to digital wellness

e Programs that strengthen parent-child relationships and communication about online
activities

Rather than creating digital barriers, legislation should support building digital bridges—

equipping young people with the skills to navigate online spaces safely and meaningfully. The
most effective protection comes not from external controls but from developing internal wisdom
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and resilience. By fostering open dialogue between parents and children, providing
comprehensive digital literacy education, and supporting positive online engagement, we can
help young people harness the benefits of social media while managing its risks.

4. Conclusion

This report has examined several key protective mechanisms for youth social media safety,
including verifiable parental consent, time-based restrictions, cookie opt-out controls, and
restrictions on addictive feeds. While these tools show promise in protecting young users,
significant work remains to be done in two critical areas of research and development.

First, further legal analysis is needed to examine potential conflicts between these protective
measures and both First Amendment protections and Section 230 immunity. While California's
approach to regulating content delivery methods rather than the content itself offers a promising
direction, the constitutionality and practical implementation of various protective mechanisms
require careful consideration.

Second, technical challenges remain in developing accurate, robust age verification systems that
are both difficult for youth to circumvent and protective of user privacy. The ideal solution
would be decentralized, preserving user anonymity while ensuring reliable verification—a
complex technical challenge that deserves dedicated research and development efforts.

Protecting youth online safety requires coordinated efforts from families, schools, platforms, and
government entities working together to establish appropriate frameworks. Given the inherently
interstate nature of internet usage, state legislation must consider alignment with federal youth
privacy and protection laws to ensure consistent and effective protection across jurisdictions.

As we navigate this complex digital landscape, our ultimate goal must extend beyond mere
restrictions to fostering digital resilience. Success should be measured not just by the
effectiveness of protective mechanisms, but by our ability to nurture a generation of confident,
capable digital citizens who can harness social media's benefits while managing its risks. This
balanced approach—combining technical safeguards with youth empowerment—offers the most
promising path toward ensuring both the safety and digital flourishing of our youth.
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