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Bill Study - App Store Accountability Act (SB237)

How to read this report

This bill study is organized into nine sections as follows:

® The Executive Summary provides a synopsis of the bill study and presents the key takeaways;

e Key Concepts provides definitions for important terms used throughout the report;
® The Introduction explains what is the problem addressed in the bill, what evidence supports
the problem, and why it matters to the Commonwealth;

e Understanding Age Assurance provides a technical overview of the methods for assessing

the age of users and the tradeoffs in accuracy, privacy and accessibility;

® The Policy Landscape compares Virginia’s introduced bill to legislation in other states and

reports what is known about their outcomes;
e Finally the Policy Recommendation section puts forth several recommendations for

policymakers to consider.

The report can be read as a continuous document, or be skipped to sections of interest. The main

compelling ideas are presented in the Policy Recommendation section.

Executive Summary

This study reviews the evidence surrounding age assurance and considers the concerns raised by
placing age verification and parental consent duties at the app store level. Available data supports the
concerns that prompted SB237, but it does not show how often these harms occur or how effectively
app store age verification would prevent them. Furthermore, similar laws in other states have been
enacted within a short time frame and have yet to produce measurable results. In addition, recent age
assurance legislation in other states has been subject to litigation, substantial amendments, and delays

in implementation.

The study presents five recommendations for policymakers to consider. First, to improve the quality
and reliability of information users have about apps, an independent body should audit age ratings and
content descriptions assigned by app developers. Second, to decrease the risk of consent fatigue,
parental controls should be easy to understand and use, and controls should be set to the highest
default safeguards with options to remove safeguards. Third, to improve the information policy makers
and technologists have about risks and harms, users should have a clear way to report adverse

experiences in app stores. Fourth, parental consent should apply only to apps whose age rating exceeds
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the user’s age category, or to apps that involve purchases. Finally, to enhance accountability, app store
providers should collect and publicly report the data needed to assess how these requirements work in

practice.

Key Concepts

Age assurance: Refers to the overarching methods employed to establish, verify or estimate the age or age range
of an individual. These methods include age verification, age estimation, and age inference; a fourth approach,
age attestation, involves no confirmation and is treated as a weak control. Furthermore, these methods provide
different degrees of certainty and may have different implications for privacy, costs, accuracy, and accessibility [1,
2]. Age assurance does not necessarily require confirmation of identity: age can be treated as a separate attribute

from identity

Age attestation: A declaration of age made by a user, or by another person on the user’s behalf, without a
direct confirmation from official identification documents. Attestation is not among the three core methods
recognized in the international standard on age assurance [1], which treats an unchecked declaration as a weak
control. Nonetheless, app store accountability acts in the US allow an affirmative attestation by a parent or legal

guardian of a minor as a method for satisfying the requirements in age-category verification [3-6].

Age estimation: An age assurance method that analyzes biological or behavioral attributes associated with age
to determine the age or age range. Facial analysis is one common example of this method. Since this estimation
produces a likelihood rather than a factual confirmation, errors may occur near the legal age thresholds that

determine eligibility [1, 7].

Age inference: An age assurance method that uses verified information to draw an indirect conclusion about
the age or age range of an individual. Such information may include for instance, the ownership of a financial

product that is available only to adults [1].

Age rating: One or more classifications that indicate the suitability of the content and functions on an app or
in-app purchase, to the user associated with an age category. Under app store accountability acts, the developer is
responsible for assigning the age ratings. However, unlike other types of ratings (e.g., films), app ratings are not

required to be issued or validated independently.

Age signal: Information related to an age category or age range that an operating system or app store transmits
to a developer. Developers may use the signal to apply age-related restrictions and protective settings. An age
signal communicates information about age rather than a decision made by a parent concerning a particular app.
Major technology platforms have begun providing age signal interfaces, although the access is generally limited

to jurisdictions where legislation requires the service [8, 9].
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Age verification: An age assurance method that calculates the age of a user from a date of birth confirmed from
an official source (e.g., passport or driver’s licence). Age verification offers the strongest assurance but it also

excludes users who do not possess the required documents [1].

App store: An online resource that is publicly available (i.e., website, software application, or other electronic

service or platform) and allows account holders to download and install apps created by third-party developers.

Content description: A description of the specific elements or functions that inform an app's age rating. In

general, the developer is required to provide both the app content description and the age rating.

Data minimization: The principle that an organization should collect only personal data that is adequate and
reasonably necessary for a disclosed intention. Data minimization is a core requirement of the Virginia

Consumer Data Protection Act [10, 11].

Significant change: A modification to the terms of service or privacy policy of an app that changes the
categories of data collected, stored, or shared. The term also includes changes to the age rating or content
description, and applies when an app adds in-app purchases or advertising that it did not previously include.
The term was first used in Utah’s App Store Accountability Act from 2025 and was adopted into the state bills

that followed. The closest analogue in federal law is the “material change” under COPPA.

Verifiable parental consent: An authorization granted by a parent or legal guardian before a specified action
involving a minor may proceed. Under COPPA, the term refers to consent for the collection, use, or disclosure

of personal information from a child younger than 13 [12].

Zero-knowledge proof (ZKP): A cryptographic method that allows an individual to prove a claim, such as
being older than 18, without disclosing an underlying identity document or other personal information.

ZKP-based age assurance has been deployed by the European Commission and by Google Wallet [13, 14].

Introduction

For the last decade, mobile applications (“apps”) have been the primary way for young people to engage
with the digital world, and app stores have been the most popular means of accessing those apps. An
app store allows an individual to download mobile apps created by third-party developers onto a
mobile device. Apple and Google are the two largest app store providers, although other companies
also operate app stores. Most of the mobile apps that are used by young people today, including games,
social media, text messaging services, and chatbots, can be downloaded through an app store. A 2024
Pew Research Center survey found that 95% of U.S. teenagers ages 13 to 17 had access to a smartphone

at home, and nearly half said they were online almost constantly [15]. The US Surgeon General
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similarly reported that approximately 95% of adolescents use at least one social media platform, with

more than one-third using social media almost all the time [16].

There has been an increase in public concern regarding the amount of time children spend using
digital media and the specific content they engage with. The Centers for Disease Control and
Prevention (CDC) in its 2023 Youth Risk Behaviour Survey found that 16% of US high school
students experienced cyberbullying during the previous year [17]. Additionally, the Surgeon General
reported that approximately two-thirds of adolescents across the US were often or sometimes exposed
to hate-based content on social media [16]. A separate study by Common Sense Media found that
73% of teenagers between 13 and 17 had seen pornography on the internet. It is noteworthy that
among all respondents, 29% reported having encountered that content only by accident, without ever
intentionally searching for it [18]. A separate report by the same organization found that nearly three
in four teenagers had used AI companion applications, with half using them regularly, and that around
one-third of those users had felt uncomfortable with something an AI companion said or did [19]. The
Federal Trade Commission has since opened an inquiry into how providers of such applications
evaluate their safety for children and teenagers, although that study is not an enforcement action and
has not yet been reported [20]. App stores do not directly cause these harms because harmful conduct
occurs after accessing an app. However, app stores constitute an important gatekeeper in accessing the
content consumers are concerned about. Therefore, app stores may be an important site for

intervention before a minor engages with harmful content.

App store users have historically had limited information available before deciding whether to
download an app. In a 2012 review of children’s mobile apps, the Federal Trade Commission found
that disclosures about data collection and in-app purchases were often missing before installation.
Only 20% of the apps provided a privacy disclosure before download, and only 15% disclosed
advertising, even though 58% contained it [21]. In addition, the FTC found that the information
provided after download could be too late for parents or guardians to take action, as children may have
already been using the app or a parent may have already been charged [22]. Although these findings are
over ten years old, more recent research suggests that the gap has not been closed. A 2023 study of
20,195 Google Play apps for children found that approximately 81% of those designed exclusively for
children used trackers, and that around 19% reported age ratings that were inconsistent across rating
authorities [23]. Additionally, a 2026 study of nearly six thousand child-accessible mobile apps found
that while both major app stores (i.c., Apple and Google) provide privacy labels for mobile apps, there
was a high level of inconsistency between the labels an app displayed on each store, indicating that

these disclosures do not reliably reflect what an app actually collects and shares [24].
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One of the most clearly documented concerns is financial harm. For example, in 2014, as part of a
settlement agreement with the FTC, Apple agreed to issue at least $32.5 million in refunds to parents
who were charged for purchases made by their children without their consent [25]. As of June 2025,
the FTC distributed more than $126 million to Fortnite players as a result of complaints involving
unauthorized purchases of in-game items made using the credit cards of parents without their
knowledge [26].

App Store Accountability in the News

e "Supreme Court won't block Texas app store age verification law," Reuters, 6 July 2026

® "Louisiana sues Roblox alleging the popular gaming site fails to protect children," Associated
Press, 14 August 2025

e "Utah becomes first state to pass legislation requiring app stores to verify user ages and get
parental consent for minors,"” Associated Press, 6 March 2025

° pp stores are set to verify ages under a new Utah law — and Meta, Snap, and X are thrilled,”
Business Insider, 6 March 2025

e "FTC Sends $126 Million in Refunds to Fortnite Players Who Were Charged for Unwanted
Items, Reopens Claims Process,” Federal Trade Commission, 25 June 2025

® “France Joins a Global Move Toward Restricting Social Media for Children,” The New York
Times, 21 July 2026

The growing public concern on these issues has begun to translate into state law, as existing federal
protections have proven inadequate for addressing the policy issues around apps. The Children’s
Online Privacy Protection Act (COPPA) was designed to regulate the collection of personal data for
children under 13, and therefore leaves younger and older minors outside its protection [12].
Furthermore, the parental consent required by COPPA covers only the management of personal
information and not the action of downloading or making app-related purchases. COPPA has many
well-evidenced weaknesses in the current digital environment. The FTC released a report in 2024
detailing how major online services often treated teens no differently from adults when collecting their
data, covering practices from 2019 and 2020 [27]. The report noted that most online services do not
place any restrictions on minors accessing the services they offer, and it recommended that Congress
extend privacy protections to minors over 13. However, Congress has not enacted such protections yet.
In the absence of federal action, several states have begun to introduce their own laws to regulate the

access of minors to mobile apps.


https://www.reuters.com/world/us-supreme-court-wont-block-texas-app-store-age-verification-law-2026-07-06/
https://apnews.com/article/roblox-lawsuit-louisiana-child-sex-dc930f8a8663e824fe03eee8bcae8a60
https://fortune.com/2025/03/06/utah-legislation-app-stores-verify-user-ages/
https://fortune.com/2025/03/06/utah-legislation-app-stores-verify-user-ages/
https://www.businessinsider.com/utah-app-stores-age-verification-law-meta-google-apple-snap-2025-3
https://www.ftc.gov/news-events/news/press-releases/2025/06/ftc-sends-126-million-refunds-fortnite-players-who-were-charged-unwanted-items-reopens-claims
https://www.ftc.gov/news-events/news/press-releases/2025/06/ftc-sends-126-million-refunds-fortnite-players-who-were-charged-unwanted-items-reopens-claims
https://www.nytimes.com/2026/07/21/world/europe/france-social-media-ban.html
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SB237 enters this developing state policy landscape with a basic premise: the tools parents need already
exist, but providers do not offer them consistently, and there are no mechanisms to hold providers
accountable. For example, Apple, Google, Samsung, and Amazon each already offer some capabilities
for capturing age signals or requesting parental consent. However, each company makes these tools
available only in the jurisdictions where legislation requires them, rather than across all markets [8, 9,
28, 29]. In some cases, providers have publicly opposed the legislation requiring these tools. For
example, Google has raised concerns with age verification laws from the Texas App Store
Accountability Act (SB2420)[5] in their developer manuals [30]. Similarly, Apple highlighted that
those laws would require the collection of sensitive, personally identifiable information to download

any app, “even if a user simply wants to check the weather or sports scores” [31].

Additionally, some evidence suggests that parents want more choices about how and when children
download apps, but they also find managing children’s device use to be challenging. In a survey
conducted by Pew in late 2023, it was reported that 76% of parents considered managing their
children’s phone time an important or top priority, while only 47% reported that they already limit it.
Additionally, 43% of parents described the task as hard, compared to 26% who found it easy [32]. In
short, proposed legislation, including SB237, aims to address the challenges parents and minors are
encountering when trying to exercise choice over what content they want to access. It would require
app stores to provide, before every download or purchase, information that users need to determine
whether to download a specific app and options for parental oversight that parents desire but currently

lack in most jurisdictions.

The available evidence supports the existence of the problem that app-store age-verification aims to
solve, but it does not demonstrate whether it would successfully address those concerns. Therefore,
three questions remain open: 1) whether better disclosure and a parental consent requirement actually
lead parents to make better decisions; 2) whether the app store is the right point of intervention, given
what it can and cannot reach; and 3) whether the age of every account holder can be assessed without
creating the privacy risks that the bill seeks to prevent. The sections that follow address each of these

questions.

Understanding Age Assurance

In order to safeguard minors online, providers rely on a family of methods collectively referred to as age
assurance, which differ substantially in how they work and what their tradeoffs are in terms of privacy,
user burden, and cost. Different methods of age assurance may determine how well a legislative
requirement works in practices. The international standard on age assurance (i.e., ISO/IEC 27566-1)

recognizes three main methods of age assurance: verification, estimation, and inference [1].
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Age verification checks a user’s age against an authoritative source (e.g., passport, driver’s licence,
credit card, etc.). Because it relies on a verified record rather than an estimate, it provides the strongest
assurance of the three methods. That higher level of certainty comes with a greater burden. Users must
have and submit an official document, which may exclude people who do not possess one, and the
provider must collect identity information that some users may be reluctant to share [1]. Age
estimation does not rely on an official document. Instead, it uses physical or behavioral attributes,
most commonly facial analysis, to estimate a person's age or age range. This approach may be less
intrusive, but it cannot provide the same degree of certainty, particularly near legal thresholds such as
the boundary between ages 16 and 18 [7]. Age inference uses other verified information to draw an
indirect conclusion about age. For example, ownership of a financial product available only to adults
may indicate that a user is over 18. The reliability of this method depends on how closely the

underlying information is connected to age; a weak or indirect signal provides limited assurance.

An important concern is that age estimation, and to a greater extent age verification, may require an
app store to process personal information or biometric data for every user, not only for minors.
Therefore, in order to identify which users are minors, an app store provider may first assess the age for
every account, effectively creating an age-gate for all users. The selected method used by an app store

provider will largely determine how much data must be collected and to whom the method applies.

These methods also differ in who performs the check. An app store may assess age itself, or it may
delegate the task to a specialist age verification provider. Delegation carries its own tradeoff, since it
would imply sharing the user’s personal information with third-parties [33]. In addition, a technical
assessment published by the Knight-Georgetown Institute found that no single method is sufficient on
its own because self-declaration, commercial and government records, government identification
documents, and age estimation all have limitations in either precision or availability [33]. Thus, the
report suggests that a good age assurance system must support several methods, so that the user can use

alternatives in case one of these is not applicable in a specific situation.

Many legislative requirements to safeguard minors do not specify the technical means of age assurance,
leaving this determination up to providers. This ambiguity introduces additional risks: mandating age
assurance may give providers a blank slate to collect even more data about all users, or it may introduce

new security risks when third party age verifiers are enlisted to conduct age assurance.
A pplyz'n g age assurance in app stores

The question for policymakers is whether age assurance, when applied at the app store, would protect

children from the harms they encounter through apps. Answering this question requires two
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conditions to hold. First, the app store must be able to establish the age category of its account holders.
Second, the apps themselves must have accurate information about their content, so that an age
category can be matched to an appropriate restriction. Unfortunately, currently neither condition is

tully satisfied.

Placing age assurance at the app store carries a structural advantage that allows the assessment to be
performed once at a single point instead of multiple times by every developer. Thus, centralizing age
assurance would reduce the burden on users and the number of parties that must hold personal data.
However, because age verification is associated with an individual account, it may not always be
accurate in reflecting the actual age of the user operating the device at that particular time, especially if

several users share a device.

The second condition concerns whether the information presented to the account holder truly reflects
the app’s actual content. Each app is assigned an age rating based on a questionnaire completed by the
developer, without independent confirmation. On Google Play, these responses are based on the
International Age Rating Coalition (i.e., IARC) system, and although member authorities may review
and override a rating, they generally do so through spot checks and user complaints rather than
through pre-release inspection [34, 35]. Apple, on the other hand, assigns ratings through its own
questionnaire, without a coalition of rating authorities [36]. Moreover, a five-year study of the Google
Play Store found that hundreds of top apps carried content ratings that did not initially match their
actual content and were corrected only later. Moreover, ratings can change without notifying the user
so a child who downloaded an app under one rating may afterward be exposed to content under the
revised rating [37]. Furthermore, because a higher rating would result in a smaller audience, developers

face a financial incentive to provide a conservative, lower self-rating in the questionnaire.

Treating the app stores as the centralized point through which minors reach apps could be classified
simultaneously as 00 broad and too narrow. It is too broad in that it applies to all apps rather than only
to the categories that are the most associated with online harm (e.g., social media, messaging, or
content-sharing apps), extending the same requirements to apps that carry little or no relevant risk
(e.g., bookstores, learning apps). There is often a misconception that what the bill proposes would be
the equivalent of requesting to show an identification for a restricted item in a physical store (e.g.,
alcohol), however this is not a valid analogy in this context, since a store checks identification only at
the moment a restricted product is purchased, whereas app-store age verification would require every
user to have their age assessed simply to enter the app store, and would then require parental consent
for a minor to download any app at all [38, 39]. Therefore, the requirement would arguably reach well
beyond the categories of apps that motivated the bill: the age-assessment burden falls on every user, and

the consent burden falls on minors across all apps rather than only those carrying age-restricted content
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[39]. The technical literature supports this distinction by identifying two separate use cases for age
assurance: applying “safer defaults” for general-purpose applications versus restricting access to specific
content categories [33]. Of course, without accurate, independently audited age ratings for apps, there

is no way to determine with certainty which apps carry higher risks for minors.

At the same time, it’s f00 narrow because minors can often access the same content outside of app
stores. Although the bill’s definition of “app” is broad enough to include a web browser itself,
Virginia’s proposed bill would regulate the download of apps through an app store and likely would
not apply to the websites and web-based services a minor visits through a browser once it is installed.
For example, a minor could download a browser, such as Google Chrome, and navigate to Instagram
using a URL and log into an Instagram account through the browser—all without downloading the
Instagram app. As all modern devices ship with a web browser installed, a minor would still have the
ability to access a service via an Internet browser without having access to the app store or going

through the parental consent process [40].

There are also additional gaps that arise at the point of distribution for mobile apps; because the bill’s
definition of “app store” refers to platforms that host apps from third-party developers, a developer
that distributes only its own app from its own website falls outside both the “app store” and the
“developer” definitions [40, 41], and developers using payment methods outside the purchasing system
of an app store must implement their own parental consent mechanisms [29]. Additional evidence
suggests that when the coverage of regulations is inconsistent, users would be inclined to use the
least-regulated services. For example, after Louisiana required age verification for adult websites, search
interest decreased for compliant sites and increased for non-compliant sites [42]. As such, while age
assurance through the major centralized app stores would encompass many of the avenues users take to

download apps, it does not address web access and first-party distribution models.
Challenges to Age Assurance

There are several important challenges and critiques of age assurance, including limits of effectiveness,
risks to privacy and user rights, and the implications of layering parental consent on top of age
assurance mechanisms. The Knight-Georgetown Institute has evaluated age assurance systems by
considering four main criteria: (i) baseline accuracy, (ii) resistance to circumvention, (iii) availability,
and (iv) privacy [33]. In so doing, they found that no one mechanism works well across all four
dimensions, and that these trade-offs are inherent for all current age assurance approaches, not a result
of immature technology. The two subsections that follow groups the criteria into two key questions:

whether age assurance is effective and what it costs in terms of privacy and user rights.

10
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A) Effectiveness

The most comprehensive assessment of these methods to date is the Australian Age Assurance
Technology Trial, an independent evaluation of 48 providers and more than 60 technologies,
conducted before the introduction of minimum age requirements for social media [43-45]. The trial
concluded that age assurance "can be done in Australia privately, efficiently and effectively,” and that
there are no substantial technological barriers preventing its deployment. However, the trial did also
specify that no single solution would suit all the use cases, and therefore, no specific method can

guarantee to be effective in all circumstances.

To date, Australia has produced the most compelling evidence of how such requirements perform in
practice. Researchers at the University of Newcastle surveyed adolescents before and three months
after the Social Media Minimum Age Act took effect in December 2025, and found that more than
85% of respondents under 16 continued to access the restricted platforms, even though two-thirds of
them reported encountering an age check [46]. The form of verification they encountered the most
was a self-declaration of age, although the eSafety Commissioner indicated that such a method was
insufficient not long before the Act took effect [72]. Between 54% and 68% continued using the
accounts they had before the regulation took place, while a smaller group used fake accounts, accessed
services through other people's accounts, or relied on private browsing [46]. Surprisingly, a separate
survey conducted on children that still used restricted platforms found that only 4% to 5% had used a
VPN or a comparable tool, and that most had not needed a workaround at all, because the platforms
had never identified their accounts in the first place [47]. The authors attributed this outcome not to

the ingenuity of minors but to age checks that were not effective.

Circumvention is often assumed to be the principal obstacle to age assurance, but the available
evidence gives limited support to that assumption. After the United Kingdom introduced the Online
Safety Act in July 2025, several VPN providers reported sharp increases on sign-ups, in some cases of
more than 1,000% [48]. Although this suggests an intention to bypass age checks, it does not establish
that circumvention actually occurred. Furthermore, the evidence from Australia indicates that
technical circumvention occurs in a small proportion of minors who continue to access restricted
platforms. A qualitative study of fifteen Australian children aged 12 to 16 found that where
circumvention did occur, the most common and lowest-effort method was simply falsifying data, by
entering a false date of birth or using an account belonging to an older relative or friend, rather than by
defeating the verification technology itself [49]. Therefore, the more consequential limitation appears
to be the weakness of the verification method itself, which is consistent with the international standard
on age assurance, as it treats an unchecked declaration of age as a weak control [1]. Additionally, the

technical literature indicates that all age assurance systems remain vulnerable to circumvention to some

11
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degree, and that a system capable of preventing every minor from reaching restricted content could not

be built without also excluding a substantial number of adults [33].

Age estimation also introduces a degree of uncertainty as it provides a likelihood rather than a factual
confirmation of age. Independent testing showed that the accuracy is the lowest near age limits, such as
between one age threshold and another [7], which numerous age restrictions in legislation are based
on. Accuracy of age detection also differs among different demographic groups; women showed higher
probability of mistakes and there are also differences in accuracy depending on ethnicity and skin color
[7, 50]. Beyond accuracy, facial estimation can also be defeated by simple means. Children in one
Australian study described holding photographs of older faces up to the camera, presenting recordings
of another person completing a scan, and altering their appearance with makeup, costumes, lighting, or

facial expressions in order to pass an age check [49].

Finally, effectiveness is limited by the unit being assessed. An age check performed when an app is
installed does not prevent a younger user from accessing apps that an adult downloaded and verified on

a shared device, such as a family tablet [51].
B) Privacy and user rights

Whether app stores can determine the age of users through a commercially reasonable method without
introducing significant new risks is not well supported by the available evidence. Both the literature

and conducted interviews with stakeholders suggest several reasons.

The first reason is the conflict with Virginia's own privacy law. In order to identify which users are
minors, a provider must assess the age of every user, which stands in tension with the principle of data
minimization. Most age assurance methods are in conflict with this principle, because assessing the age
of a user requires collecting or processing personal data that a service would otherwise have no reason
to hold [51]. What is more, this runs counter to the goal of data minimization; instead of collecting
less, a provider must now establish an age for every user it serves [52]. This is precisely the principle
codified in the Virginia Consumer Data Protection Act, which directs controllers to limit data

collection to what is adequate, relevant, and reasonably necessary [10, 11].

The second reason is the data-sharing risks. Because any developer may request the age category of its
users, a developer that obtains actual knowledge that a user is under 13 may thereby incur obligations
under COPPA, including restricting the user’s access and deleting personal information in order to
remain compliant [53]. Therefore, distributing minor-status data across a large number of developers,
most of whom neither need nor want it, could therefore create both large repositories of data about

minors and unanticipated compliance burdens.

12



Bill Study - App Store Accountability Act (SB237)

The third reason is the concentration of sensitive documents. Because the penalties in the bill create
pressure to avoid errors, providers may gravitate toward the most definitive method available, such as
collecting identification documents issued by the government, which those companies are reluctant to
store because it concentrates sensitive data and increases the negative impact of potential breaches [51].
In October 2025, Discord disclosed that an unauthorized party had accessed a third-party age
assurance vendor and obtained images of government-issued identification documents belonging to
approximately 70,000 accounts, which users had submitted when appealing an age determination in
order to comply with requirements in the United Kingdom and several US states [54]. The documents
existed only because a legal requirement compelled their collection, and the loss occurred at a vendor
rather than at the platform the users had chosen. This risk is most acute where thresholds below 18 are

in use and minors themselves are asked to demonstrate their age [33].

In order to address the privacy concerns associated with collecting additional personal data on users,
zero-knowledge proof has been proposed as a possible technical solution. A zero-knowledge proof
(ZKP) would allow a user to prove a claim (e.g., being over 18) without disclosing any official
document or date of birth. The method depends on the user first holding a credential issued by a
trusted authority stored in a digital wallet, an application that keeps such credentials on the user's own
device rather than on a provider's servers. When a service asks whether the holder is over a given age, the
wallet returns only a proof of that single fact, and the underlying document is never transmitted. The
European Commission and Google Wallet have already deployed this approach [13, 14]. Their use
shows that stronger assurance does not always require greater collection of personal data, although

adoption is still at an early stage.

The provisions in question have to do with children’s rights, and not merely with those of their
parents. UNICEF has stated that age limitations may have adverse effects, since online services help
many children, especially those who are isolated or marginalized, to engage in learning, connection,
and self-expression. Furthermore, minors excluded from regulated platforms may turn to less regulated
services, where they become harder to protect [55]. Thus, measures adopted on behalf of minors may

also limit rights that belong to them, including their rights to privacy and participation.
Parental Consent

Parental consent is related to age assurance, but it is not an age assurance method. Age assurance
establishes how old a user is, whereas parental consent determines whether an adult approves a
particular action by a minor user. A provider may therefore assess age without involving a parent in any
individual decision, as the age-signal model does. Conversely, parental consent presupposes an age

assessment, since a provider must first determine that an account holder is a minor. In the app store
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accountability model it operates as an additional layer placed on top of age assurance, and it raises a

distinct set of considerations.

The first is how parents will react to the actual consent step itself. If app-store age verification requires
parents to provide verified consent prior to each download, purchase, or significant change, it's possible
that this will lead to consent fatigue. When faced with repeated requests for consent, users often
approve them without reading (thus, negating any opportunity for making an appropriate and
informed decision) as they are overwhelmed [56]. The European Commission has acknowledged the
risk of consent fatigue and the proliferation of consent prompts as a problem that needs to be resolved
[57]. Therefore, whether a mandatory prompt would produce a considered decision, or instead

become a reflexive click, is an open question that the existing evidence does not resolve.

The second consideration is the underuse of existing tools that are already offered to parents. A
representative 2025 study found that parents underused parental controls across every device
examined. Only 47% used them on smartphones, and use was lowest among parents of children with
the highest levels of screen time [58]. Another recurring challenge is usability. Parents described the
tools as difficult to understand and navigate, and some relied on their children for help setting them up
[58]. It remains unclear whether parents would use a mandatory consent process more consistently

than the optional controls many already skip.

A final concern relates to adolescent autonomy. Proposed legislation would apply to all minors under
18, but several stakeholders interviewed by JCOTS expressed that teenagers often seek more
independence and that parents may want to grant older teens more freedom than the bill's model
anticipates. Research on adolescent online safety suggests that highly restrictive parental controls can
undermine the trust between a parent and a teenager, and may produce outcomes contrary to those
intended [59-61]. Consequently, the appropriate degree of parental involvement is likely to vary
according to the minor’s age. A uniform treatment of all minors would not recognize the inherent

diversity among minors with different developmental needs and levels of maturity.
Policy Landscape
Virginia

The App Store Accountability Act was introduced during the 2026 Session as SB237 [62] (Chief
Patron: Senator Head) and as the House companion, HB757 [63] (Chief Patron: Delegate Runion).
Both bills would add a new chapter (i.e., Chapter 60, §§ 59.1-614 through 59.1-619) to the title 59.1 of

14



Bill Study - App Store Accountability Act (SB237)

the Code of Virginia and take effect on July 1, 2027. This proposed chapter places duties to app store

providers and developers as follows.

Duties of app store providers:

® Provide account holders with a clear parental consent disclosure for each mobile app, covering the
age rating, content description, policies for personal data collection, protection and sharing with
third parties, and mechanisms for data protection.

® Determine the age category of each individual creating an account and verify its veracity using a
commercially available method; for a minor, that method may include an affirmative attestation by
another individual reasonably believed to be the parent or legal guardian.

® Require a minor account to be affiliated with a parent account.

® Obtain verifiable parental consent from the parent account each time before the minor downloads or

purchases an app or makes an in-app purchase.
Duties for developers:

® Assign an age rating and provide a content description for each app, including information about
in-app purchases, and supply each app store provider with the information needed for the parental
consent disclosure.

®  Verify, through the data sharing methods oftered by the app store, the age category of an account
holder and, for a minor account, whether verifiable parental consent has been obtained.

® Notify the app store provider of any significant change to an app.

® Use the provided age category data to enforce their own age-related restrictions, safety features, or
defaults.

e Apply the lowest age category reported where multiple sources of age data possess conflicting
information.

® Refrain from enforcing a contract against a minor without verifiable parental consent,

misrepresenting the parental consent disclosure, or sharing age category data with anyone.
Enforcement:

® The Attorney General may bring an action in the name of the Commonwealth seeking an injunction
and civil penalties of up to $7,500 for each violation, and may also recover the costs of the
investigation (e.g., attorney fees).

® A minor who suffers harm from a violation, or the parent of such a minor, may bring a civil action

against the app store provider or developer, recovering the greater of actual damages or $1,000 per
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violation, along with punitive damages where the violation was egregious, plus attorney fees, expert

witness fees, and court costs.

Federal and Other States

SB237 is part of a broader and increasing trend among states to regulate the access of minors to mobile
apps. Comparable bills are currently under consideration in numerous states, and a federal App Store
Accountability Act (S1586/HR3149) advanced out of a House subcommittee in December 2025 [64,
65].

There are currently two age assurance models that states have enacted. The first is the app store
accountability model, which SB237 follows, where duties are placed on app store providers and
developers to verify age categories, associate minor accounts to parent accounts, and obtain verifiable
parental consent before a minor downloads or purchases an app. Utah was the first state to enact such a
law in 2025 [3], and Louisiana [4], Texas [5], and Alabama [6] followed. The second is the age-signal
model, adopted by California in the Digital Age Assurance Act (AB1043) [66] and by Colorado in the
Age Attestation on Computing Devices Act (§B26-051) [67], which does not require parental consent
for each download. Instead, it requires the operating system provider or app store to transmit an age
range signal to developers, who must then apply age-appropriate protections according to the age range

received.

Each of these laws also provides a good-faith safe harbor for erroneous signals. Neither of them requires
a minor account to be associated with a parent account, nor do they require parental consent before a
download, purchase, or in-app purchase, or renewed consent after a significant change. As discussed in

the "Understanding Age Assurance” section, the age-signal model is an alternative approach that shifts

the response to the developer, who holds the most relevant information about a given app. It also
avoids the per-download consent step that raises the consent-fatigue concern, though at the cost of
removing the parent from the individual download decision. Neither law is yet in effect, as California's
takes effect in January 2027 and Colorado's in July 2028.

In addition, two key observations can be drawn from the legislative landscape. First, no state has yet
produced evidence that either model works because most of these laws are not yet in effect and none
has been in operation long enough to be evaluated. Moreover, none of them, including SB237,
requires the collection or reporting of data that would allow its effectiveness to be measured. Second,
the app store accountability model is still being revised by the states that adopted it. Utah amended its

law in 2026, partly in response to litigation, and Louisiana delayed and reenacted its law before it took
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effect [68], while the constitutional challenge to the Texas law remains unresolved. These changes

indicate that the model has not yet reached a stable form, and that a state enacting it today may need to

amend the law before it ever becomes effective.

Table 1. State and federal legislation on minors’ access to mobile apps, compared to SB237

State & Bill

Status

Similarities to SB237

Differences from SB237

Federal
S1586 /
HR3149 [64, 65]

Utah

HB498
(amends SB
142) [3]

Louisiana
HB570 /
Act481,
amended by
HB977 [4, 68]

Texas
SB2420 [5]

Alabama
HB161/Act
2026-59 [6]

Introduced May
2025 (pending)
HR3149
advanced out of a
House
subcommittee in
December 2025

Enacted 2025
(amended 2026)
Effective May 6,
2027

Enacted 2025
(delayed and
reenacted by
HB977 in 2026)
Effective July 1,
2027

Enacted 2025
Effective Jan. 1,
2026 (enjoined
Dec. 2025;
injunction stayed
by the Fifth
Circuit June
2026; Supreme
Court declined to
block July 2026;
currently in
effect)

Enacted 2026
Effective Jan 1,
2027

(Oct 1, 2027 for
existing
accounts)

Same four age categories.

Age category verification.

Minor accounts are associated with parent
accounts.

Request for parental consent and renewal.
Real time sharing of age-related data.

Safe harbor for developers.

Same four age categories.

Age category verification.

Minor accounts are associated with parent
accounts.

Request for parental consent and renewal.
Covers preinstalled apps.

Same four age categories.

Age category verification.

Minor accounts are associated with parent
accounts.

Request for parental consent and renewal.
Duties for developers in managing
age-related data.

Same four age categories.

Age category verification.

Minor accounts are associated with parent
accounts.

Request for parental consent and renewal.
Preconsent disclosure of rating and data
practices.

Same four age categories.

Verification for new and existing accounts.
Minor accounts are associated with parent
accounts.

Request for parental consent and renewal.
Real time sharing of age-related data.

Applies only to app stores with over 5
million US users.

Different labels for age categories.
Enforcement by the FTC and state
attorneys general.

No private right of action.

Would preempt state laws.

Excludes emancipated/married minors.
Enforcement now by private right of
action only (SB237 also authorizes
Attorney General enforcement and
$7,500 penalties).

No developer age rating system.

No exemption for emergency services
apps.

Excludes emancipated/married minors.
Attorney General enforcement with a 45
day cure period and penalties up to
$10,000 per violation.

No private right of action.

Developers may rely on app store
signals to satisfy parental consent
duties rather than obtaining consent
independently.

Adds a "family account applications"
category.

Applies only to new accounts.

Excludes minors whose disabilities of
minority are removed.

Enforced through both a private right of
action and laws for deceptive trade
practices.

Developers must delete data after age
assurance is conducted.

Does not cover preinstalled apps.

Excludes emancipated/married minors.
Enforcement only by the Attorney
General as a deceptive trade action.

No private right of action.

The Attorney General must adopt
verification rules.
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Covers preinstalled apps.
Developers shall use the lowest age
category received.
App store safe harbor for verification on
good-faith
Florida Rejected Same four age categories. Excludes emancipated/married minors.
SB1722 [69] (not enacted) Applies to app stores, developers, and Would require the Department of Legal
preinstalled apps. Affairs to adopt verification rules.
Verification for new and existing accounts. Does not expressly require developers
Request for parental consent and renewal. to assign age ratings.
Private right of action.
Enforcement through deceptive trade.
California Enacted 2025 Age information shared with developers. Regulates operating system providers
AB1043 [66] Effective Jan 1, Developers must use age information for and app stores.
(age-signal 2027 compliance. Requires an age-signal rather than
model) Limits sharing age-related data with parental consent.
third-parties. No associated parent accounts or
Attorney General enforcement and civil parental consent duties.
penalties. Developer deemed to have "actual
knowledge" but no prescribed response.
Colorado Enacted 2026 Age information shared with developers. Regulates operating system providers,
SB26-051 [67] Effective July 1, Developers must request and use an app stores, and apps.
(age-signal 2028 age-signal. Requires an age range-signal rather
model) Data restricted to the minimum necessary. than parental consent.
Attorney General enforcement. No associated parent accounts or
Safe harbor for good faith. consent duties.
$2,500 to $7,500 penalty per affected
minor.
Exempts open-source software,
business apps, and code repositories.

*Florida's SB1722 is included as a rejected bill and the federal S1586/HR 3149 as a pending bill. California and Colorado
follow the age signal model. All other bills follow the same app store accountability model that SB237 uses.

A note on consz‘z'tutz'omzlz’ty

In 2025, the United States Supreme Court in Free Speech Coalition v. Paxton [70] upheld a Texas
age-verification law applying to pornographic websites. However, the basis for the Court's decision was
its determination that the content at issue was obscene to minors and therefore held no constitutional
protection for them. SB237 is different because it conditions access to lawful and constitutionally
protected content on age assessment, rather than restricting content that is already unprotected. This
distinction has already surfaced in court. In December 2025, a federal district court preliminarily
enjoined Texas's App Store Accountability Act (SB 2420), finding it likely violated the First
Amendment because conditioning the download of every app on age verification and parental consent
was not narrowly tailored, since most apps contain speech that minors have a constitutional right to
access [39]. The judge compared the law to requiring a bookstore to check the age of every customer at

the door [39]. The Fifth Circuit stayed that injunction in June 2026, allowing the law to take effect,
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and on July 6, 2026 the Supreme Court denied two emergency applications to block enforcement
while the litigation continues [71]. The orders were brief and unsigned, with no noted dissents, and
the Court did not reach the First Amendment question, which remains before the Fifth Circuit. The
constitutional status of app store accountability laws, including how Free Speech Coalition v. Paxton

applies to them, therefore remains unsettled.

Policy Recommendations

While the findings in this report confirm some of the concerns that motivated this kind of legislation,
they do not establish that app store age verification will stop the harms it intends to prevent.
Furthermore, the experience of other states shows that this legislative model continues to evolve (i.c.,
through litigation, amendment, and delayed implementation). As such, this study does not
recommend that the Commonwealth mandate a particular age assurance model at this time, and

instead presents the recommendations below.
Make information and tools that already exist trustworthy and usable
Policy options:

® Require app store providers to confirm the accuracy of the age ratings and content descriptions
through independent oversight, instead of relying only on the developers’ self-assessment. A
qualified third party (i.c., neither the app store provider nor the developer) should perform this
audit, such as an accredited assessor of the kind approved as a COPPA safe harbor program
(e.g., PRIVO, kidSAFE). The audit should cover, for instance, the most downloaded apps,
those receiving a threshold number of user complaints about their rating, those that have
undergone a significant change, or a random representative sample. App store providers should
publish the results and file them with the Attorney General.

® Require that parental controls be usable (i.e., easy to find, configurable, and understandable
without technical knowledge). App store providers should demonstrate that these conditions
are met through usability testing with a representative sample of parents, publish the results
periodically (e.g., annually, monthly) and file them with the Attorney General.

® Require a clear and conspicuous mechanism for users to report inaccurate information (e.g., a
wrong age rating, an incomplete content description, or misleading claims about data
collection) to the app store provider, and require providers to publish a summary report for
this data periodically (e.g., annually, monthly) and file it with the Attorney General. The report

should show the volume and category of the received complaints.
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Take incremental steps and build in evaluation
Policy options:

® Request verifiable parental consent for downloading or performing a purchase only for
those apps whose age rating exceeds the account holder's age category, and for any app
involving purchases regardless of the age rating.

® App store providers should provide parent accounts with a centralized dashboard for
setting up consent preferences (e.g., granting consent for all apps at or below a given age
rating, requiring approval for each individual download, or configuring purchases
separately from downloads). The dashboard should be configured to require approval
for each covered app by default, with the option for parents to customize those settings
[58].

® Require the collection and reporting of data needed to measure whether these
requirements work in practice (e.g., number of minor accounts verified, number of
parental consent requests issued, granted, and denied, number of downloads or
purchases blocked for lack of consent, volume and outcome of complaints received, etc).
App store providers should make this information publicly available on their websites

and through the app store interface.
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