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SENATE BILL NO. HOUSE BILL NO.

A BILL to amend and reenact § of the Code of Virginia, to amend the Code of Virginia by

adding a section numbered , and to repeal § of the Code of Virginia, relating to

Be it enacted by the General Assembly of Virginia:
1. That § of the Code of Virginia is amended and reenacted, and that the Code of
Virginiais amended by adding a section numbered as follows:

§ 18.2-152.2. Definitions.

For purposes of this article:

"Computer" means an electronic—magnetic—optical-hydraulic-ororganic-device-or-group

computer-or-anether device _that accepts information in digital or similar form and manipulates

it for a result based on a sequence of instructions. The term computer includes any related

computer equipment or devices and computer software which may be connected or

unconnected.
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“Computer information” means information in any form that is obtained from or through

the use of a computer or that is in a form capable of being processed by a computer

"Computer network™ means two or more computers connected by—a—hetwork any

combination of digital transmission facilities and packet switches, routers, and similar

equipment interconnected to enable the exchange of computer information.

"Computer operation" means—arithmetic—logical—monitoring,—storage—or—retrieval

ahy—functionfor-which-that-computerwas-generally-desighed an operation that a computer is

designed and built to perform.

"Computer services" means-computertime-orservices uses of a computer or computer

network, including, but not limited to computer time, data processing services, Internet
services, electronic mail services, electronic message services, or information or data stored in
connection therewith.

"Computer software” or “computer program” means a set of computer—programs;

of-a-computer—computerprogram—or-computernetwork statements or instructions to be used

directly or indirectly in a computer to bring about a certain result.

"Electronic mail service provider" (EMSP) means any person who (i) is an intermediary
in sending or receiving electronic mail and (ii) provides to end-users of electronic mail services
the ability to send or receive electronic mail.

"Financial instrument” includes, but is not limited to, any check, draft, warrant, money

order, note, certificate of deposit, letter of credit, bill of exchange, credit or debit card,
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transaction authorization mechanism, marketable security, financial asset as that term is

defined in 8 8.8A-102, or any computerized representation thereof.

“Owner—means The term "owner" shall include an owner or lessee of a computer or a

computer network or an owner, lessee, or licensee of computer-data_information,—cemputer
programs; or computer software.
"Person” shall include any individual, partnership, association, corporation, limited

liability company, e+joint venture, business trust, trust, estate, or any other legal entity.

4 —Computer—services:“Property” means anything of value, and includes any interest

therein, including any benefit, privilege, claim or right with respect to anything of value, whether

real or personal, tangible or intangible. “Property” includes, but is not limited to, computers,

computer networks, financial instruments, computer information, computer software, and

computer services.
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A person is "without authority" when he knows or has reason to know that he has no

right or permission of the owner to use a computer or computer network or he uses a computer
or computer network in a manner exceeding such right or permission.

§ 18.2-152.3. Computer fraud.

Any person who uses a computer or computer network-witheut-autherity—and with the
intent to:

1. Obtain property or services by false pretenses;

2. Embezzle or commit larceny; or

3. Convert the property of another

is guilty of the crime of computer fraud.

If the value of the property or services obtained is $200 or more, the crime of computer
fraud shall be punishable as a Class 5 felony. Where the value of the property or services
obtained is less than $200, the crime of computer fraud shall be punishable as a Class 1
misdemeanor.

§18.2-152.4. Computer trespass; penalty.

A. It shall be unlawful for any person to use a computer or computer network-without

adtherity-and, directly or indirectly, with the intent to_and without the authority to:

1. Temporarily or permanently remove, halt, or otherwise disable any computer-data
information,-eemputerprograms; or computer software from a computer or computer network;
2. Cause a computer to malfunction, regardless of how long the malfunction persists;

3.-Alter Damage, destroy, disable or erase any computer-data_information,—cemputer

programs; or computer software;
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4. Effect the creation or alteration of a financial instrument or of an electronic transfer of
funds;

5. Cause physical injury to the property of another; or

6. Make or cause to be made an unauthorized copy, in any form, including, but not
limited to, any printed or electronic form of computer data, computer programs, or computer
software residing in, communicated by, or produced by a computer or computer network.

7. |Repealed_.

B. It shall be unlawful for any person to use a computer or computer network, directly or

indirectly, with the intent to maliciously alter, monitor, or install any computer information or

computer software.

C. Any person who violates this section shall be guilty of computer trespass, which

offense shall be punishable as a Class 1 misdemeanor.--there-is-damage-to-thepropertyof

D. Any person who violates this section after having been previously convicted of a

violation of this section or any substantially similar laws of any other state or of the United

States shall be guilty ofa Class 6 felony.

E. Any person who violates this section and:

1. Causes damage of $1,000 or more to the property of another:;

2. Causes damage to three or more computers or one or more networks;

3. Through the violation, obtains the ability to use three or more computers or one or

more networks without the authority of the owner of such computers or computer network;

4. The violation was committed for purposes of commercial advantage or financial gain;

5. The violation was committed in furtherance of the commission of a felony; or

6. Through the violation, obtains computer information or computer services worth $200

or more,
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shall be guilty of a Class 6 felony. For purposes of subdivision D.1, damages shall

include any reasonable cost to the victim, including the cost of responding to the violation;

conducting a damage assessment; or restoring any data, computer information, computer

software, computer or computer network to its condition prior to the violation.

CF. Nothing in this section shall be construed to interfere with or prohibit terms or
conditions in a contract or license related to computers, computer-data_information, computer
networks, computer operations, cemputerprograms,-computer services, or computer software
or to create any liability by reason of terms or conditions adopted by, or technical measures
implemented by, a Virginia-based electronic mail service provider to prevent the transmission
of unsolicited electronic mail in violation of this article. Nothing in this section shall be
construed to prohibit the monitoring of computer usage of, the otherwise lawful copying of data
of, or the denial of computer or Internet access to a minor by a parent or legal guardian of the
minor.

§18.2-152.5. Computer invasion of privacy.

A. A person is guilty of the crime of computer invasion of privacy when he uses a
computer or computer network and intentionally examines without authority any employment,

salary, credit—er—any—other financial, or—persenal identifying information, as defined in

subdivision (iii) through (xiii) of subsection C of section 18.2-186.3 relating to any other person.

"Examination" under this section requires the offender to review the information relating to any
other person after the time at which the offender knows or should know that he is without
authority to view the information displayed.

B. The crime of computer invasion of privacy shall be punishable as a Class 1
misdemeanor.

C. Any person who violates this section after having been previously convicted of a

violation of this section or any substantially similar laws of any other state or of the United

States shall be guilty of a Class 6 felony.
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D. Any person who violates this section and sells or distributes such information to

another shall be quilty of a Class 6 felony.

E. Any person who violates this section and uses such information in the commission of

another crime shall be guilty of a Class 6 felony.

F. This section shall not apply to any person collecting information that is reasonably

needed to (1) protect the security of a computer network or computer service, or to facilitate

diagnostics or repair in connection with such computer network or computer service, or (2)

determine whether the computer user is licensed or authorized to use specific computer

software or computer service.

§18.2-152.5:1. Using a computer to gather identifying information.

A. It shall be unlawful for any person to use a computer or computer network with the

intent to fraudulently obtain, access, or record identifying information, as defined in

subdivisions (iii) through (xiii) of subsection C of § 18.2-186.3. Any person who violates this

section shall be quilty of a Class 6 felony.

B. Any person who violates this section and sells or distributes such information to

another shall be guilty of a Class 5 felony.

C. Any person who violates this section and uses such information in the commission of

another crime shall be quilty of a Class 5 felony.

§18.2-152.6:1. Using a computer to gain unauthorized access.

A. Any person who uses a computer or computer network with the intent to gain the

ability to allow a person the use of any computer, without the authorization of the owner of

such computer, shall be guilty of a Class 1 misdemeanor.

B. Any person who uses a computer or computer network with the intent to circumvent a

technological measure that effectively controls access to a computer or computer network shall

be quilty of unauthorized access of a computer, shall be guilty of a Class 1 misdemeanor.




182

183

184

185

186

187

188

189

190

191

192

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

05-0061162 10/15/04 3:54 PM Mitchell Goldstein

C. Any person who violates this section after having been previously convicted of a

violation of this section or any substantially similar laws of any other state or of the United

States shall be guilty of a Class 6 felony.

D. Any person who violates this section in the commission of another crime shall be

quilty of a Class 6 felony.

E. Any person who violates this section and gains the ability to use three or more

computers or one or more computer networks shall be quilty of a Class 6 felony.

§18.2-152.7. Personal trespass by computer.

A. A person is guilty of the crime of personal trespass by computer when he uses a
computer or computer network-witheut-autherity-and with the intent to cause physical injury to
an individual.

B. If committed maliciously, the crime of personal trespass by computer shall be
punishable as a Class 3 felony. If such act is done unlawfully but not maliciously, the crime of
personal trespass by computer shall be punishable as a Class 6 felony.

§ 18.2-152.8. Property subject to larceny and embezzlement.

For purposes of 88 18.2-95, 18.2-96, 18.2-108 and 18.2-111, personal property subject

to larceny and embezzlement shall include:

1. Computers and computer networks;

2. Financial instruments, computer—data_information, eemputer—programs,—computer
software and all other personal property regardless of whether they are:

a. Tangible or intangible;

b. In a format readable by humans or by a computer;

c. In transit between computers or within a computer network or between any devices
which comprise a computer; or

d. Located on any paper or in any device on which it is stored by a computer or by a
human; and

3. Computer services.
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§ 18.2-152.9 (Limitation of prosecution) should be moved to 8 19.2-8 (Limitation of

prosecutions).

ADD - Prosecution of a crime which is punishable as a misdemeanor pursuant to the

Virginia Computer Crimes Act (Article 7.1 of Chapter 5 of Title 18.2) must be commenced

before the earlier of (i) five years after the commission of the last act in the course of conduct

constituting a violation of the Computer Crimes Act or (ii) one year after the existence of the

illegal act and the identity of the offender are discovered by the Commonwealth, by the owner,

or by anyone else who is damaged by such violation.

2. That §18.2-152.9 of the Code of Virginia is repealed.
#



